



SECURITYWEEK NETWORK:

	Cybersecurity News
	Webcasts
	Virtual Events


 


ICS:

	ICS Cybersecurity Conference


 























	Malware & Threats
	Cyberwarfare
	Cybercrime
	Data Breaches
	Fraud & Identity Theft
	Nation-State
	Ransomware
	Vulnerabilities



	Security Operations
	Threat Intelligence
	Incident Response
	Tracking & Law Enforcement



	Security Architecture
	Application Security
	Cloud Security
	Endpoint Security
	Identity & Access
	IoT Security
	Mobile & Wireless
	Network Security



	Risk Management
	Cyber Insurance
	Data Protection
	Privacy & Compliance
	Supply Chain Security



	CISO Strategy
	Cyber Insurance
	CISO Conversations
	CISO Forum



	ICS/OT
	Industrial Cybersecurity
	ICS Cybersecurity Conference



	Funding/M&A
	Cybersecurity Funding
	M&A Tracker





 	Cybersecurity News
	Webcasts
	Virtual Events


 	ICS Cybersecurity Conference


 



Connect with us
	
	
	





 

Hi, what are you looking for?






 































 













 


















SecurityWeek





	Malware & Threats
	Cyberwarfare
	Cybercrime
	Data Breaches
	Fraud & Identity Theft
	Nation-State
	Ransomware
	Vulnerabilities



	Security Operations
	Threat Intelligence
	Incident Response
	Tracking & Law Enforcement



	Security Architecture
	Application Security
	Cloud Security
	Endpoint Security
	Identity & Access
	IoT Security
	Mobile & Wireless
	Network Security



	Risk Management
	Cyber Insurance
	Data Protection
	Privacy & Compliance
	Supply Chain Security



	CISO Strategy
	Cyber Insurance
	CISO Conversations
	CISO Forum



	ICS/OT
	Industrial Cybersecurity
	ICS Cybersecurity Conference



	Funding/M&A
	Cybersecurity Funding
	M&A Tracker





 















 


 




















Application Security


Adobe: Windows Users Hit by PDF Reader Zero-Day

Adobe on Tuesday warned that a gaping security hole in one of the most widely deployed software products has been exploited in the wild in “limited attacks targeting Adobe Reader users on Windows.”
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Adobe on Tuesday warned that a gaping security hole in one of the most widely deployed software products has been exploited in the wild in “limited attacks targeting Adobe Reader users on Windows.”

Adobe’s confirmation of the zero-day attack was buried in a security bulletin that documents at least 11 security vulnerabilities affected Adobe Acrobat and Reader on both Windows and MacOS platforms.

“These updates address multiple critical and important vulnerabilities. Successful exploitation could lead to arbitrary code execution in the context of the current user,” according to the bulletin.

Adobe’s Acrobat Reader is widely used freeware to view, create, fill, print and format files in the Portable Document Format (PDF).  The software has long been a rich target for advanced threat actors conducting targeted attacks.

[READ: Hackers Target Windows Adobe Type Manager Library  ]

The under-attack flaw — CVE-2021-28550 — is described as a use-after-free memory corruption issue that was discovered and reported anonymously to Adobe.  The company did not provide any additional details on the active exploitation.

The mega-patch release from Adobe documents at least 23 flaws in a range of products, including a pair of security holes in the Adobe Experience Manager, a trio of security flaws in Adobe InDesign and five serious bugs in Adobe Illustrator.

The company also patched security vulnerabilities in Adobe InCopy and Adobe Genuine Service.
Advertisement. Scroll to continue reading.
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Ryan Naraine is Editor-at-Large at SecurityWeek and host of the popular Security Conversations podcast series. He is a security community engagement expert who has built programs at major global brands, including Intel Corp., Bishop Fox and GReAT. Ryan is a founding-director of the Security Tinkerers non-profit, an advisor to early-stage entrepreneurs, and a regular speaker at security conferences around the world.




 






More from Ryan Naraine

	Reach Security Raises $20M to Help Manage Cybersecurity Products
	Apple Blunts Zero-Day Attacks With iOS 17.4 Update
	VMware Patches Critical ESXi Sandbox Escape Flaws
	Axonius Banks $200 Million in Late-Stage Funding 
	US Gov Says Software Measurability is ‘Hardest Problem to Solve’
	Zyxel Patches Remote Code Execution Bug in Firewall Products
	FTC Accuses Avast of Selling Customer Browsing Data to Advertisers
	ConnectWise Confirms ScreenConnect Flaw Under Active Exploitation


Latest News

	Reach Security Raises $20M to Help Manage Cybersecurity Products
	Defense Unicorns Raises $35 Million for National Security Software Solutions
	In Other News: Google AI Hacking, Font Vulnerabilities, IBM Training Facility
	Change Healthcare Restores Pharmacy Services Disrupted by Ransomware
	Chinese Cyberspies Target Tibetans via Watering Hole, Supply Chain Attacks
	Unpatched Sceiner Smart Lock Vulnerabilities Allow Hackers to Open Doors
	State AGs Send Letter to Meta Asking It to Take ‘Immediate Action’ on User Account Takeovers
	Quantum Attack Protection Added to HP Business PCs
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Daily Briefing Newsletter

Subscribe to the SecurityWeek Email Briefing to stay informed on the latest threats, trends, and technology, along with insightful columns from industry experts.








 
 







Webinar: CISO Strategies for Boardroom Success




March 13, 2024





Understand how to go beyond effectively communicating new security strategies and recommendations.

Register








Virtual Event: Supply Chain Security Summit




March 20, 2024





Join us for an in depth exploration of the critical nature of software and vendor supply chain security issues with a focus on understanding how attacks against identity infrastructure come with major cascading effects.

Register



Expert Insights





How Traffic, State, and Organizational Data Help Fortify Your Network








Traffic data is the lifeblood of network security, representing the raw, unfiltered truth of what is happening on the network.
(Matt Wilson)












The Imperative for Modern Security: Risk-Based Vulnerability Management








By prioritizing vulnerabilities based on risk and aligning security efforts with business objectives, organizations can enhance their resilience to cyberattacks, optimize resource allocation, and maintain a proactive security posture.
(Torsten George)












Is XDR Enough? The Hidden Gaps in Your Security Net








When evaluating XDR, consider its value based on its ability to reduce complexity and improve threat detection and response times.
(Etay Maor)












Artificial Arms Race: What Can Automation and AI do to Advance Red Teams








The best Red Team engagements are a balanced mix of technology, tools and human operators.
(Tom Eston)












From Open Source to Enterprise Ready: 4 Pillars to Meet Your Security Requirements








Open source is a great way to test the waters and define requirements. But when looking at putting a platform into production, an enterprise-ready solution will ensure you can keep up with business demands.
(Marc Solomon)
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Application Security



Source Code Security Firm Cycode Launches With $4.6 Million in Funding




Cycode, a startup that provides solutions for protecting software source code, emerged from stealth mode on Tuesday with $4.6 million in seed funding.


Eduard KovacsSeptember 24, 2019





 


 











Vulnerabilities



Full Disclosure List Gets a Fresh Start – Reborn Under New Operator




Less than a week after announcing that it would suspended service indefinitely due to a conflict with an (at the time) unnamed security researcher...


SecurityWeek NewsMarch 26, 2014





 


 




  





Cybercrime



Cyber Insights 2023 | Ransomware




The changing nature of what we still generally call ransomware will continue through 2023, driven by three primary conditions.


Kevin TownsendFebruary 2, 2023





 


 




  





Data Protection



Cyber Insights 2023 | Quantum Computing and the Coming Cryptopocalypse




The cryptopocalypse is the point at which quantum computing becomes powerful enough to use Shor’s algorithm to crack PKI encryption.


Kevin TownsendFebruary 2, 2023





 


 




  





Identity & Access



Cyber Insights 2023 | Zero Trust and Identity and Access Management




Zero trust is not a replacement for identity and access management (IAM), but is the extension of IAM principles from people to everyone and...


Kevin TownsendFebruary 6, 2023





 


 











Cybercrime



Comodo Forums Hacked via Recently Disclosed vBulletin Vulnerability




A recently disclosed vBulletin vulnerability, which had a zero-day status for roughly two days last week, was exploited in a hacker attack targeting the...


Eduard KovacsOctober 1, 2019





 


 




  





Data Breaches



ChatGPT Data Breach Confirmed as Security Firm Warns of Vulnerable Component Exploitation




OpenAI has confirmed a ChatGPT data breach on the same day a security firm reported seeing the use of a component affected by an...


Eduard KovacsMarch 28, 2023





 


 




  





Artificial Intelligence



AI Helps Crack NIST-Recommended Post-Quantum Encryption Algorithm




The CRYSTALS-Kyber public-key encryption and key encapsulation mechanism recommended by NIST for post-quantum cryptography has been broken using AI combined with side channel attacks.


Kevin TownsendFebruary 21, 2023
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Got a confidential news tip? We want to hear from you.

Submit Tip



Advertising

Reach a large audience of enterprise cybersecurity professionals 

Contact Us






Daily Briefing Newsletter

Subscribe to the SecurityWeek Daily Briefing and get the latest content delivered to your inbox.
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