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Vulnerabilities


Foxit Patches Several Code Execution Vulnerabilities in PDF Reader

Popular PDF document reader Foxit Reader has been updated to address multiple use-after-free security bugs that could be exploited for arbitrary code execution.
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Popular PDF document reader Foxit Reader has been updated to address multiple use-after-free security bugs that could be exploited for arbitrary code execution.

The feature-rich PDF reader provides broad functionality to users, including support for multimedia documents and dynamic forms via JavaScript support, which also expands the application’s attack surface.

This week, Cisco’s Talos security researchers have published information on four vulnerabilities in Foxit Reader’s JavaScript engine that could be exploited to achieve arbitrary code execution.

The issues, tracked as CVE-2022-32774, CVE-2022-38097, CVE-2022-37332 and CVE-2022-40129, have a CVSS score of 8.8 and are described as use-after-free vulnerabilities.

“A specially crafted PDF document can trigger the reuse of previously freed memory, which can lead to arbitrary code execution,” Cisco explains.

An attacker looking to exploit these vulnerabilities would need to trick a user into opening a malicious file. According to Cisco, if the Foxit browser plugin extension is enabled, the bugs can be triggered when the user navigates to a malicious website.

Cisco reported the security defects to Foxit in September. This week, Foxit released version 12.0.1.12430 of its PDF reader to address all issues. Users are advised to update to the latest software iteration as soon as possible.

Related: Apple Patches Remote Code Execution Flaws in iOS, macOS
Advertisement. Scroll to continue reading.






Related: Cisco Patches 33 Vulnerabilities in Enterprise Firewall Products

Related: Citrix Patches Critical Vulnerability in Gateway, ADC

Related: SAP Patches Critical Vulnerabilities in BusinessObjects, SAPUI5
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Ionut Arghire is an international correspondent for SecurityWeek.
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	CISA Details Efforts to Secure Open Source Software
	Defense Unicorns Raises $35 Million for National Security Software Solutions
	Change Healthcare Restores Pharmacy Services Disrupted by Ransomware
	Chinese Cyberspies Target Tibetans via Watering Hole, Supply Chain Attacks
	Unpatched Sceiner Smart Lock Vulnerabilities Allow Hackers to Open Doors
	Nigerian BEC Scammer Pleads Guilty in US Court
	Cisco Patches High-Severity Vulnerabilities in VPN Product
	Cybercriminals Spoof US Government Organizations in BEC, Phishing Attacks
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	CISA Details Efforts to Secure Open Source Software
	Reach Security Raises $20M to Help Manage Cybersecurity Products
	Defense Unicorns Raises $35 Million for National Security Software Solutions
	In Other News: Google AI Hacking, Font Vulnerabilities, IBM Training Facility
	Change Healthcare Restores Pharmacy Services Disrupted by Ransomware
	Chinese Cyberspies Target Tibetans via Watering Hole, Supply Chain Attacks
	Unpatched Sceiner Smart Lock Vulnerabilities Allow Hackers to Open Doors
	State AGs Send Letter to Meta Asking It to Take ‘Immediate Action’ on User Account Takeovers

















 Click to comment






 


 Trending






 




Daily Briefing Newsletter

Subscribe to the SecurityWeek Email Briefing to stay informed on the latest threats, trends, and technology, along with insightful columns from industry experts.








 
 







Webinar: CISO Strategies for Boardroom Success




March 13, 2024





Understand how to go beyond effectively communicating new security strategies and recommendations.

Register








Virtual Event: Supply Chain Security Summit




March 20, 2024





Join us for an in depth exploration of the critical nature of software and vendor supply chain security issues with a focus on understanding how attacks against identity infrastructure come with major cascading effects.

Register



Expert Insights





How Traffic, State, and Organizational Data Help Fortify Your Network








Traffic data is the lifeblood of network security, representing the raw, unfiltered truth of what is happening on the network.
(Matt Wilson)












The Imperative for Modern Security: Risk-Based Vulnerability Management








By prioritizing vulnerabilities based on risk and aligning security efforts with business objectives, organizations can enhance their resilience to cyberattacks, optimize resource allocation, and maintain a proactive security posture.
(Torsten George)












Is XDR Enough? The Hidden Gaps in Your Security Net








When evaluating XDR, consider its value based on its ability to reduce complexity and improve threat detection and response times.
(Etay Maor)












Artificial Arms Race: What Can Automation and AI do to Advance Red Teams








The best Red Team engagements are a balanced mix of technology, tools and human operators.
(Tom Eston)












From Open Source to Enterprise Ready: 4 Pillars to Meet Your Security Requirements








Open source is a great way to test the waters and define requirements. But when looking at putting a platform into production, an enterprise-ready solution will ensure you can keep up with business demands.
(Marc Solomon)
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Vulnerabilities



Full Disclosure List Gets a Fresh Start – Reborn Under New Operator




Less than a week after announcing that it would suspended service indefinitely due to a conflict with an (at the time) unnamed security researcher...


SecurityWeek NewsMarch 26, 2014





 


 




  





Data Breaches



ChatGPT Data Breach Confirmed as Security Firm Warns of Vulnerable Component Exploitation




OpenAI has confirmed a ChatGPT data breach on the same day a security firm reported seeing the use of a component affected by an...


Eduard KovacsMarch 28, 2023





 


 











IoT Security



16 Car Makers and Their Vehicles Hacked via Telematics, APIs, Infrastructure




A group of seven security researchers have discovered numerous vulnerabilities in vehicles from 16 car makers, including bugs that allowed them to control car...


Ionut ArghireJanuary 5, 2023





 


 











Vulnerabilities



Burglars Can Easily Disable SimpliSafe Alarms: Researcher




A researcher at IOActive discovered that home security systems from SimpliSafe are plagued by a vulnerability that allows tech savvy burglars to remotely disable...


Eduard KovacsFebruary 18, 2016





 


 




  





Risk Management



Cyber Insights 2023 | Supply Chain Security




The supply chain threat is directly linked to attack surface management, but the supply chain must be known and understood before it can be...


Kevin TownsendFebruary 2, 2023





 


 




  





Cybercrime



Microsoft Warns of Office Zero-Day Attacks, No Patch Available




Patch Tuesday: Microsoft calls attention to a series of zero-day remote code execution attacks hitting its Office productivity suite.


Ryan NaraineJuly 11, 2023





 


 




  





Vulnerabilities



Microsoft Warns of Outlook Zero-Day Exploitation, Patches 80 Security Vulns




Patch Tuesday: Microsoft warns vulnerability (CVE-2023-23397) could lead to exploitation before an email is viewed in the Preview Pane.


Ryan NaraineMarch 14, 2023





 


 











Vulnerabilities



Chrome 111 Update Patches High-Severity Vulnerabilities




The latest Chrome update brings patches for eight vulnerabilities, including seven reported by external researchers.


Ionut ArghireMarch 22, 2023
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